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A short time ago my office received an electronic mail (e-mail) message from the Navy
Department reporting that “personal data on approximately 28,000 Navy Sailors and
family members was discovered on a civilian web site this week.” The email indicated
that “the Chief of Naval Personnel is working to identify those individuals affected to

notify them individually” A copy of this e-mail is attached.

The Navy Departrhent e-mail goes on to report that:

“The Chief of Naval Personnel was notified Thursday that an open web site
contained five spreadsheet files with personal information, including the name,
birth date and social security number on several Navy members and dependents.
Individuals affected by this will be contacted soon by the Navy to ensure they
have information on how to guard against identity theft. In addition, information
on how to watch for suspicious activity on personal accounts is posted on the
NPC web site - www.npe.navy.mil <http://www.npc.navy.mil>. The initial

discovery was reported to the Navy Cyber Defense Operations Command, part of
the Naval Network Warfare Command, by Joint Task Force Global Network
Operations, a component of US Strategic Command responsible for directing the
operation and defense of the DoD’s global information grid. The files have been
removed from the site, and the Chief of Naval Personnel is working with Naval
Network Warfare Command, Naval Criminal Investigative Service and other
commands to determine how and when the files were placed on the Web and
prevent future release of information of this type. There is no evidence that any of
the data has been used illegally. However, individuals are encouraged to carefully

monitor their bank accounts, credit card accounts and other financial

transactions.”

This communication, coming just a few weeks after revelations that the Department of
Veterans Affairs allowed the compromise of personal data relating to 26.5 milllion
military veterans, raises serious questions about the nature and adequacy of privacy
protections afforded to active duty military personal, their families, and military veterans.
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As you may recall, more than two years ago I wrote to ask you as series of questions
about the implications of the growing practices of offshoring data collection and
processing activities on the security and confidentiality of information about military
personnel (see attached letter, dated February 23, 2004). Inever received the courtesy of
a response to that letter. In light of today’s report, I would like to reiterate my request for
responses from you to the questions posed in that inquiry.

In addition, I would like your assistance and cooperation in responding to the following
questions relating to the Navy’s data breach incident:

1.

2.
3.

Who discovered that fact that personal data about 28,000 Navy Sailors and their
families had been posted on a civilian web site?

What web site was this data discovered on and how did it get there?

What actions are being taken with respect to the person or persons responsible for
making this sensitive information available on a civilian web site.

What steps is the Department of Defense and the Navy taking to protect the
Sailors and Naval families whose privacy may have been compromised by this
breach?

Will the Department ensure that a free credit freeze or fraud alert is put into place
to protect those affected from acts of identity theft?

Thank you for your assistance and cooperation in this matter. Please have your staff
contact Mr. Jeff Duncan of my staff if you have any questions about this request.

Sincerely,

%ﬁ /‘\ ,{é- L/L{
Edward I. Markey

Member of Congress

Enclosures
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Duncan, Jeff

From: Hill, Andrew W LT AAUSN, LA-4 [andrew.w.hill@navy.mil]
Sent: Friday, June 23, 2006 3:38 PM

To: Middleton, Vicki; Obrien, Dana; Bush, Doug; Laird, Joe; Knotts, Robert; Miller, Colby; Petersen,
Steve; Hedger, Stephen; Buckner, Jason; Liles, Michael; White, Stan; Silbey, Alexander; Bowie,
Maria; Caron, Chris; Schick, Erika; Adelstein, Dan; Hicks, Andrew; Houchins, Todd; Cosio, Mike;
Foertsch, Sean; Allen, Forrest; Hannis, Eric; Scott, Doyle; Azzano, Chris; Sours, David; Shirley,
Jennifer; Fox, Martin; Dolbow, Jim; matt.larkin@mail.house.gov; Hilton, Daniel; McNichols, Jeff;
Daniels, Brian; Lauter, Louis; Gosselin, Geoffrey; Bindell, Mike; Silber, Heather; Williams, Clarence;
Hemenway, David; Giambastiani, Pete; LeMay, Anne; Milligan, Blair;
brandi.ballou@mail.house.gov; Esco, Hugh; Partoyan, Connie; mac.king@mail.house.gov;
Merberg, Julie; Dittmer, Molly; Stephan, John; Friesen, Marcus; Akiyama, Amy; Silvestro, Michael;
Taliaferro, Aaron; Brubaker, Joel; Bernier, Justin; Mulligan, John; Casey, Mike; Contreras, Derek;
Limage, Simon; Peranich, Stephen; Kotlar, Kim; Wiehe, Michael; Schuttloffel, Michael; Barrett,
Jennifer; greg.thomas2@mail.house.gov; Work, Micki; Abel, Jake; Kaberle, Johnnie; Flood, Ryan;
Sheehy, Mike; Aaron, Blaine; Plague, Geoff, Diamond, Howard; Dawson, Mark; Barham, Rebecca;
Stein, Todd; Knotts, Robert; david.ramirez@mail.house.gov; julie.busbee@mail.house.gov;
Korman, Marc; Lindquist, Gretchen; david.stacy@mail.house.gov; Black, David; Levit, Roman;
Shah, Aarti; Emerson, Andy; Fenstermacher, Nathan; Scheessele, Marc; Panuco, Cindy; Horowitz,
Matthew; Campbell, Doug; Grobmyer, Andrew; Doucette, Paul; Hyder, Rebecca; Petersen, Steve;
Manno, Roger; Holder, Nick; Platt, Mike; Ariel, Judah; amy.chiang@mail.house.gov; Stewart, Jen;
Rice, Tom; Spencer, Alan; Vaiter, Linda; Moeglein, Vivian; Michalek, Ned; Smith, Rob; Dobrozsi,
Jeff; Quaranto, Jason; Stephens, Todd; Footer, Lee; brett.gibson@mail.house.gov; Berardini, Chris;
c.brock@mail.house.gov; Martin, Josh; Dilley, Jonathan; Webber, Abigail;
matt.mika@mail.house.gov; Litwack, Maury; Stombres, Steve; Adkins, Donnie; Levenshus,
Jonathan; Primus, Robert; Van Horne, Bill; Palmquist, Gary; Haldeman, Jeremy; Snavely, Michael;
Alsup, Chris; Abbott, Christopher; Catella, Jim; Smullen, Mike; Hille, Amy; Fisher, Gene; Anderson,
Sarah; Thomas, Shelley; Davis, Frank; Meissner, Shannon; Watkins, Yelberton;
Anna.sagely@mail.house.gov; Martin, Cynthia; Drake, John; Fornarotto, Christa; Fienberg, Howard,;
Ryan, Mike; Striebel, Erica; Casey, Kevin; Stropko, Landon; Peche, William; Green, Michael; Ross,
Kimberly; nancya lifset@mail.house.gov; Freyer, Allan; Barrentine, Tricia; DeCresce, Evan; Lowell,
Brandi McBride; Lopez, Chris; Chaplin, Ellis; Vinson, Tom; Ginsburg, Andrew; Broderick, Steven:
Wise, Jamie; Richards, Pete; Arguello, Hector; Cooper, Charles; Demott, Andy; Tzuker, Joshua;
Quinones, Oscar; jason.larrabee@mail.house.gov; Cavanagh, Pat; Moorhead, Lindsay; Tallent,
Aaron; Conger, John; Post, Rachel; Hoganson, Jon; Slotman, John; Steinbaum, Jason; Rogala,
Christine; Keenan, Steven; Devlin, Pat, Williams, Lisa; Merrill, Debbie; Ofori, Nuku; Arnold, Lee;
Fussaro, Tom; Hoffmeister,Thaddeus; Urbanchuk, Jeff; Clifford, Brian; Ostermayer, Jeffrey;
diana.Oo@mail.house.gov; Feyerherm, Alan; De la Luz, Javier; Estoff, CW; Wall, Chris; Freitas,
Bruno; Wilson, Steve; Feintech, Brian; Russell, Chris; Tighe, Bill; kevin.berents@mail.house.gov;
Walker, Ryan; Callen, Ashley; Zaffirini, Tony; Manso, Angela; Rosenbaum, Jerr; Rexrode, Kathryn;
Antonson, Erica; Head, Robert; misty.sutherland@mail.house.gov; Merfish, Brett; Jesaitis, Vince;
casey.buboltz@mail.house.gov; Miller, Glenn; Kotarac, Tom; Palmer, Jennifer; Chiller, Matt;
Weaver, Scott; Marshall, Corry; Turner, Fred; Gleason, Jessica; Sommers, Todd; Vought, Russell;
Thacker, Darin; Oveson, Leif; Campion, Moira; mike.iger@mail.house.gov; Humphrey, Connie;
Kraft, Kenny; Wormmeester, Justin; Pemrick, Keith; Eddington, Patrick; Gaston, Chris; Mitchell,
Chris; Schumaker, Matthew; Smith, Aaron; Morris, Jason; Shipley, Nick; Franklin, John; Conrad,
Kurt; Dujon, Charles; Thompson, Dana; Swetland, Jack; Vaughn, Richard; Gillott, Chris;
doug.lathrop@mail.house.gov; Jones, Matthew; Ritchie, Spencer; Hall, Roderick; McMahon, Kate;
Shordt, Richard; Schaper, Nick; McCarthy, Frank; Morrison, Tim; Nguyen, Dominic; Mansour, Chris;
Proctor, Ben; Raak, Paul; Paulson, Adam; Magnuson, Patrick; Goff, Jeffrey; Morehouse, Mark;
Mahar-Piersma, Auke; Van Wicklin, Bob; Reif, Erin; Grimes, Ron; McKiernan, Neil;
kevin.berents@mail.house.gov; Lennon, CJ; Butler, Amy; Ayala, Miguel; Jourdan, Dan; Carl Kime;
Mitchell, Eric; Bergren, Eric; Swansburg, Michael; Quinn, Ryan; Carreiro, David; Tritter, Beth;
Blackwood, Richard; Wanner, Rachel; Alexandra Toma; Gibbs, Francis; Keaton, Jennifer; Deverey,
Sean; Gomez, Fernando; Duncan, Jeff; Bidwai, Neeta; shari.taylor@mail.house.gov;
chris.rosello@mail.house.gov; Creech, Chad; Warhol, Constance; Manning, Alex; Hall, Clayton;
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Hughes, Sean; Buhl, Cindy; Fazio, Casey; Glenn, Jim; King, Sophia; Daste, Erin;
jessica.lewis@mail.house.gov; North, Brian; Brownlie, Michael; Young, John; Hamilton, Justin;
Breitengross, Sandra; Wilson, Nikki; Moorhead, Sally; Hall, Laura; VanDorn, Will; Stohs, Jeremy;
Bumgardner, Heath; Baxter, Michael; Carruth, Gabrielle; Leis, Jacob; Priest, Matt; Doty, John;
Sheehy, Joe; Tranghese, William; Matz, Sarah; kevin.mccolaugh@mail.house.gov; Blair, Clinton;
Norflis, Terrance; Belair, Brendan; House, Andrew; Swenson, Chris; Buckiey, Marianne; Painter,
Will; Washington, Matthew; Bremer, Beth; Riggs, Jennifer; Meyer, Norman; Dilley, Jared;
tim.delmonico@mail.house.gov; Thomas, Rich; Young, Eve; McAdams, Daniel; McKenney, Kerry;
Meagher, Matt; Pitcock, Josh; Brownell, Mark; Ambrose, Angela; Mullane, Patrick; Lipski, Mike;
Jones, Amy; Sloan, Nate; Power, Thomas; Cutler, Aaron; Botts, Aleta; Kolego, Trevor;
Tim.Robison@mail.house.gov; william.harris@mail.house.gov; Quintenz, Brian; Lindahl, Susan;
Lighty, Phil; Young, Erika; Peterman, Adam; Milne, Emile; Limardo, Rick; Stammerman, CIiff;
Forstrom, Mark; Lester, Jim; Maier, Mark; Higdon, Michael; Keiser, Andy; Berkowitz, Paul; Perez,
Sarah; monique.frazier@mail.house.gov; Stoneman, Shelly; Castillo, Victor; Burrier, Edward;
Mirmiran, Sheilah; Pollas, Yardly; Willems, Clete; Duske, Marjorie; Ross, Brian; Estrada, Rachel;
Gunnels, Warren; Samuels, Jon; LaRocco, Ben; Bergreen, Timothy; Freeman, Kirk;
donni.Turner@mail.house.gov; Dillard, Larry; Podliska, Rick; Thiouf, Diaraf, Harrison, Guy;
Schiecht, Eric; McDonough, Elizabeth; Press, Jordan; MacDonald, Don; O'Donnell, Jake; Tracy,
Ryan; Smith, Megan; Adams, Michelle; Lynagh, Tim; Chapman, Shannon; Hart, Elizabeth; Uzzell,
Megan; Howell, Renee; sean.mccluskie@stark.house.gov; Mandel, Matt; Dallafior, Michelle;
Fuerstenau, Amy; Rainbolt, John; meredith.curcio@mail.house.gov; Levy, Aaron; Burns, David;
Green, Steve; Baird, Caroline; Hagenauer, Shelby; Campbell, Colton; Avant, Lanier; Richardson,
Jim; Francis, Adam; Gunnels, Warren; McDermott, Kevin; Beckles, Alex; Okoye, Nikia; Collins,
Michael; Marshall, Debra; Alperson, Phil; carissa.fana@mail.house.gov; DeVooght, Joe; Byrne,
Maitt; Drumm, Tim; Richard, Alex; Soligan, Jacqueline; Rose, Michael; Adams, Greg; Hooper,
laura; Goldman, Zahava; Dunkelman, Marc; brendan.curry@mail.house.gov; Tennille, Alan; Liliis,
Joe; Soifer, Halie; karen.long@mail.house.gov; Kimbrell, Aubert; Griffin, JT; Powers, Eric; Branton,
Brian; Anderson, Michael; Stine, Brad

Cc: Miranda, Jerry CDR USN OLA; Gay, Earl CAPT OLA, LA-4
Subject: Navy Personal Data Found on Web site

House MLAs, LDs, and COS,

The following will be the topic of a DoD press release later today concerning Navy Personal Data.
Navy Personal Data Found on Web site

(Washington) - Personal data on approximately 28,000 Navy Sailors and family members was
discovered on a civilian web site this week, and the Chief of Naval Personnel is working to identify
those individuals affected to notify them individually. The Navy Personnel Command call center in

Millington will be manned for Sailors to call and see if their personal data was on the list. The number is
1-866 U ASK NPC (1-866-827-5672).

The Chief of Naval Personnel was notified Thursday that an open web site contained five spreadsheet
files with personal information, including the name, birth date and social security number on several
Navy members and dependents.

Individuals affected by this will be contacted soon by the Navy to ensure they have information on how
to guard against identity theft. In addition, information on how to watch for suspicious activity on
personal accounts 1s posted on the NPC web site - www.npc.navy.mil <http://www.npc.navy.mil>.

The initial discovery was reported to the Navy Cyber Defense Operations Command, part of the Naval
Network Warfare Command, by Joint Task Force Global Network Operations, a component of US
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Strategic Command responsible for directing the operation and defense of the DoD’s global information
grid.

The files have been removed from the site, and the Chief of Naval Personnel is working with Naval
Network Warfare Command, Naval Criminal Investigative Service and other commands to determine
how and when the files were placed on the Web and prevent future release of information of this type.

There is no evidence that any of the data has been used illegally. However, individuals are encouraged
to carefully monitor their bank accounts, credit card accounts and other financial transactions.

Drew Hill

LT USN

Liaison, House of Representatives
Office of Legislative Affairs

Rayburn House Office Building
RM B-324
(202)226-7867
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February 23, 2004
The Honorable Tom Ridge
Secretary
Department of Homeland Security
Washington, DC 20528
The Honorable Donald H. Rumsfeld
Secretary
Department of Defense

Washington, DC 20301

The Honorable George Tenet
Director of Central Intelligence
Central Intelligence Agency
Washington, DC 20505

Dear Secretary Ridge, Secretary Rumsfeld and Director Tenet:

I'am writing to express my concern about the potential damage to the nation’s security
that could result from the misuse of personal information that has been transmitted offshore by
U.S.-based corporations.

Recent press reports suggest that many U.S. companies are transferring to offshore
outsourcing firms for analysis or processing some of the most intimate personal data they have
collected about American citizens, including individually-identifiable financial and medical
information. A November 7, 2003 article in The San Francisco Examiner described the
prevalence of this practice among credit agencies, reporting that “two of the three major credit-
reporting agencies, each holding detailed files on about 220 million U.S. consumers, are in the
process of outsourcing sensitive operations abroad, and a third may follow suit shortly.”' In
addition to the transfer overseas of customers’ private data, corporations continue to move entire
job functions abroad, particularly those that require regular access to confidential information,
including payroll, benefits, accounting, and customer service functions. According to the
director of Michigan State University’s identity theft crime lab, increasingly easy availability of
U.S. identities in potentially thousands of workplaces in foreign countries known for high crime
rates can be expected to create a surge in identity theft in the years to come.”

For years, terrorists have used stolen or fraudulent identities and documents to enter the
United States illegally. The National Commission on Terrorist Attacks Upon the United States

DCredit Agencies Sending Our Files Abroad”, San Francisco Examiner, November 7, 2003.
2 «To Root Out Identity Theft, Set Restrictions in Workplace”, Detroit Free Press, September 3, 2003.




(“The 9-11 Commission”) reported last month that passports belonging to two of the 9/11
hijackers “were manipulated in a fraudulent manner”, while two other hijackers had passports
with “suspicious indicators”.®> As personally identifiable information belonging to American
citizens is increasingly sent abroad, the risk increases that terrorists could access, manipulate and
misuse this information to infiltrate the United States.

To date, the Administration has not insisted that the personal information of U.S. citizens
receive protection that is comparable to U.S. standards whenever the private data are exported.
This failure to require comparable privacy safeguards leaves Americans exposed to serious risks
of international identify theft or individual or institutional misuse of their confidential personal
data by foreign companies or rogue employees of such companies. Additionally, because
physical and electronic security standards for safeguarding confidential information may be
considerably weaker outside of the U.S., this information may be more accessible to terrorists
overseas who seek to use it to obtain documents for entering the United States.

In Pakistan, a country in which terrorists are known to operate actively, a Pakistani
woman who had been hired by a Texas company to transcribe medical records for a California
hospital threatened to post sensitive patient medical records on the Internet unless she received
certain payments she claimed were due to her. The Pakistani woman reportedly posted one file
on tl}’re Internet, demonstrating her willingness to carry out her threat if her demands were not
met.

This incident highlights the fact that, in their rush to cut costs and increase their bottom
line, companies may be sacrificing the privacy protections the law affords to American citizens
by transferring sensitive information to off-shore companies that are outside of the reach of U.S.
privacy law and beyond the jurisdiction of U.S. regulators. Moreover, terrorists’ long track
record of using false identities and creating legitimate documents from stolen personal
information raises concerns about the consequences to U.S. security that may result from the
growing offshoring trend.

I therefore request that you respond to the following questions about the impact of
offshoring on U.S. security and explain what steps are being undertaken by your department or
agency to protect the privacy of personal information collected about American citizens by
contractors or other persons subject to your oversight and supervision. Specifically, I request
your assistance and cooperation in providing responses to the following questions:

1. Personally identifiable information such as names, addresses and Social Security
numbers are precious assets for foreign intelligence services and terrorists who seek to
fraudulently obtain travel documents needed for entry into the United States. What steps
are you taking to ensure that minimum standards of privacy are in place before records
that contain the private medical or financial data of American citizens — information that
could provide terrorists with access to private information to support their violent
objectives — are shipped off-shore?

? “Staff Statement Number 1: Entry of the 9/11 Hijackers into the United States”, Seventh public hearing of the
National Commission on Terrorist Attacks Upon the United States, January 26, 2004.
4 “pakistani Threatened UCSF To Get Paid”, San Francisco Examiner, November 12, 2003.



2. What steps are you talking to prevent foreign intelligence services or terrorist elements
from deriving information useful for intelligence or terrorist purposes from American
medical or financial or other personally identifiable information that has been sent
offshore by U.S.-based companies for processing or analysis?

3. What steps are you taking to prevent foreign intelligence services or terrorist elements
from deriving information about U.S. military or intelligence personnel, U.S. government
officials, U.S. law enforcement personnel or other persons in sensitive positions in the
U.S. based on information transferred to offshore entities for analysis or processing?

4. As you may know, active duty, National Guard and Reserve enlisted personnel, officers
and officer candidates, and their dependents are eligible for membership in the USAA
family of companies, which offers its members a range of financial products and services,
including brokerage services, mutual funds, financial planning, mortgage loans and
insurance. According to recent news reports, USAA has outsourced part of its IT
workload to Mumbai, India-based Tata Consulting Services.” In your view, are the
physical and electronic privacy safeguards applied to USAA members’ sensitive financial
and medical by offshore firms such as Tata Consulting Services at least as stringent as
comparable standards in the U.S.? If not, what actions do you believe are needed to
ensure that the sensitive records processed or analyzed offshore receive a level of
protection consistent with standards employed by U.S.-based firms? If yes, on what basis
do you make this judgment?

5. In December 2002, the private records of thousands of active-duty soldiers and retired
veterans were stolen from the Phoenix-based offices of TriWest Healthcare Alliance,
which manages Tricare, a health care plan for the U.S. military. As a result, personal
information, including names, addresses, phone numbers, Social Security numbers and
medical claim histories of approximately 500,000 service members and their families
were taken.® Although this theft occurred domestically, does your department or agency
offshore the processing or analysis of its members’ or dependents’ health records to
vendors overseas? If yes, to which offshore companies are these records exported? In
which countries are these companies located? What specific measures does your
department or agency take to ensure that these records receive stringent electronic and
physical safeguards that are consistent with comparable standards observed in the U.S.?
Has your department or agency ever terminated a contract with a vendor due to the
vendor’s failure to observe appropriate privacy safeguards? If yes, which vendors were
involved and how many vendors were terminated since September 2001?

Thank you for your assistance in providing responses to these questions. If you have any
questions about this inquiry, please feel free to have your staff contact Mr. Mark Bayer or Mr.
Jeffrey S. Duncan of my staff at 202-225-2836.

Sincerely,

Edward J. Markey
Member of Congress

> “More White-Collar Workers Become Casualty of Outsourcing”, San Antonio Express-News, September 21, 2003,
¢ “Thieves Take Military Records™, Denver Post, December 27, 2002.




